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UPLOADING ENCRYPTED FORMS
FROM AN OMNIUPDATE WEB SITE
USING GPGAWIN

1. Introduction

On occasion, University departments are required to provide their constituents with a facility to send
scanned images of completed, physical forms to department personnel.

Note — the form documents to which we refer are not web forms where data is mannally entered by the user field-by-
faeld directly into a web page. Rather, we are referring to standard Microsoft Word or Adobe .pdf document files that
are filled in by the user within the Word or Adobe environment, printed, signed, scanned and uploaded.

In a typical web-based, “document upload” implementation, a user clicks a button on the page to
indicate that one or more documents are to be uploaded. After the button is clicked, the user is
presented with a file selection window to pick the file(s) to be uploaded. Once the file or files have
been selected, the user clicks a button to begin the document transfer. The documents often are
transmitted via an e-mail to a predefined departmental e-mail box where departmental personnel can
pick up the documents.

Unfortunately, when an uploaded documents contains information that is sensitive in nature, this
method cannot be used, since e-mail is not a secure method of exchanging sensitive information,
and the use of e-mail in this case would not be consistent with University policy.

To overcome the security issues associated with an e-mail-based approach, UCT has developed a
mechanism for uploading sensitive documents from within a UHCL web page that combines the
simplicity of an e-mail-based solution with the security of modern encryption techniques. The key
to this solution is the implementation of software, called “Gpg4win”, that allows users and
applications to exchange data in a secure manner using encryption technology. With Gpg4win
installed, files holding sensitive data can be encrypted and decrypted where necessary throughout the
business process in the following ways:

e Transparently from within Microsoft Outlook, or

e Manually, using Gpg4win commands either entered through a command line interface or
coded into an application program or web page.

Gpg4win also performs other encryption-based functions, such as the digital signing of documents,

and the verification of those signatures that can be useful, but are not integral parts of the web-
based, document upload process.
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II. How Gpg4win is integrated into your department’s web site

If you need to allow users to securely send scanned documents to your department, contact the OU
Support team to review your form upload requirements and to help you integrate the encrypted
upload function into your web content.

The team will set up your web page so that the web page content is downloaded to the browser of
any of your users carries the Gpgéwin software and your department’s generated encryption

key. When the user selects the documents to be transmitted and clicks the upload button, the
document will be encrypted automatically before it is sent. Thanks to Gpg4win's integration with
Microsoft Outlook, the departmental staff who receive encrypted document(s) can decrypt the
uploaded document by clicking a button that Gpg4win installs in his or her e-mail client.

If the encrypted document will be delivered to department personnel, typically via e-mail, the
individuals who will receive the forms will need to have Gpg4win installed on the workstations they
may use to receive the forms. Instructions for installing Gpg4win can be found in the section
entitled IV. Installing Gpg4win.

Once Gpgéwin is installed, the receiving department will need to create a set of encryption keys for
the department. The key generation process generates two keys, called a “key pair”. One key, called
the “public key” can be freely shared with anyone in the world who needs to send the key owner any
encrypted data. The second key is called the “private key” that is only used by authorized recipients
to decrypt the encrypted, incoming files. Whenever the private key is used, it must be “unlocked”
by the user who must enter in the “passphrase” that the person who generates the key pair supplies
when the key pair was generated. Instructions for creating a key pair or certificate, as it can also be
called, can be found in the section entitled V. Creating your public and private keys.

Since, in most cases there will be more than one individual in a department who may receive the
uploaded form, the same key pair can be used by all authorized department personnel who know the
private key passphrase.

As mentioned earlier, anyone needing to upload a form to your department will need to obtain your
public key to encrypt the file they wish to upload. Fortunately, the OmniUpdate implementation
that we have developed simplifies this task. If you need your web page to contain a function to
securely upload a document, OU Support will set up your web content so that, when the web page is
downloaded to the browser of any of your users, the page will carry the Gpg4win software and your
department’s “public key” that was generated. When the user clicks the upload button, the
document will be encrypted automatically before it is transmitted.

You will need to provide your generated public key to OU Support for the web page setup step.
Instructions for exporting your public key certificate to OU Support or anyone who needs to send
you encrypted files or messages can be found in the section entitled VI. Exporting your public
key to another GPG user.

Once the software and keys have been installed, you can begin to receive and decrypt the messages
uploaded via your web site. When you receive the encrypted form in your e-mail, all you need to do
is to follow the procedure contained in the sections entitled VII. Decrypting an encrypted e-mail
message that has been sent to you or VIII. Decrypting an encrypted e-mail attachment
depending on the implementation design.
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Other Gpgdwin functions that enable users to securely
exchange documents and files via e-mail

It is worth noting that Gpg4win provides additional functions that are not part of our document
upload mechanism but that enable individual users to encrypt, decrypt, sign and verify the signature
on e-mail messages and files exchanged with other Gpg4win users.

To use these functions, each user who will exchange encrypted and/or signed e-mail messages with
others must set up his or her computer by performing the following steps:

Install Gpg4win on his or her computer using the instructions that can be found in the
section entitled I'V. Installing Gpg4win. The installation process will add the following
functions into your Microsoft Outlook client: Encrypt, Decrypt, Sign and Verify (signature).

Create a personal key pair or certificate using the instructions that can be found in the
section entitled V. Creating your public and private keys.

Export his or her public key certificate to anyone who will send the user an encrypted
document or file using the instructions that can be found in the section entitled VI.
Exporting your public key to another GPG user.

Import into his or her key file or “key ring” the public key certificates received from other
users using the instructions that can be found in the section entitled VII. Importing
another user’s public key into your GPG key file

A description of the individual e-mail-based functions that Gpg4win provides can be found in
sections VIII through XIII of this document.
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IV. Installing Gpg4win

1. Visit www.gpg4win.org. Click on the “Gpg4win 2.3.0” button.

USING GPG4WIN

3.0 (Released: 2015-11-25)
‘You can download the full version (including the Gpg4win compendium) of Gpgdwin 2.3.0 here:

Gpg4win 2.3.0

SHA1 checksum (for gpgdwin-2.3.0.exe) 88d9@ee9alealebbblo8eadr6063140b882444d5
ngelog

Download

Gpg4win 2.3.0 contains:

2.8.29

Size: 26 MByte

OpenPGP signature (for gpgdwin-2.3.0.exe) o (de)
ompendium (de) 3.8.0
Compendium (en) 3.8.0

More Gpg4win-2.3.0 variants
= Ggpgdwin without Kleopatra and Gpgdwin Compendium:

Gpg4win-Light 2.3.0
Size: 0 MByte

OpenPGP signature
SHA1 checksum: 3f8c8111b541cdb1b514d28e1962d8c522975871

« Gpgdwin with GnuPG cemponent only:

Gpg4win-Vanilla 2.3.0

Size: 4 MByte

OpenPGP signature
SHA1 checksum: 5b73d46abaBa33eactbceas5eB@3f55e 2cdabdfc

« Gpgdwin source code package:

gpg4win-2.3.0.tar.bz2

Size: 6 MByte

OpenPGP signature

2. On the following screen, click the “Download Gpg4win” button.

Ao e Deshraia

& Gpgtuin- Secure smsl s x

€ & C @ hitps//wwuigpgawinarg

5 Ergiin | 88 Dautsch

News
8 Gpghwin 23.0 relessed
. .

@ Securlty Advisory 2015
s

e ey - Coech nlsarty

e s s i e v

Gpg4win - a secure solution...

for Tie and emall encryption. Gogdwin (GNU Frivacy Guard for Windows)Is Free Soflware
and can be Installed with |ust a few movse cks.

Discover Gpgduin Getting started Jain the community

Laarm what Gpgdwin i and read more about
the faatues of our soltion

Aot Cgivin »

Wi help 0u fo uss Gpphwn. Leam the basics  Gpgiiin s Fras Softaare. Join the

ahout Gpghwn an gotin tha wotd of comminity| We ocommend sisscribing fa ha
Sryptograpty. The best oint to san 5wk Gpgdain ameunsement maiing it 0 be

the fsrative Gpéain Compareien scmaticall formied sboul e s

ather impariant G neas:
G5 b the Gogéuin Compencum » Rl irpetet Y

Goto the sommunity s

Avou Gopewin Documensation Communay Support e
About Gpgawn DoeumentEon Cammiy Professionat Sigpart  Donaw
o Featres Canibute £ Cpgdan License.
Sersensiots Reooung Bugs Seurce Cade.
Prieacy Policy Suiking of Gogauin i
AnEnG Wes Devenpment Fiamm
Trarsatng Gogsein Srar Sty Gogeein
Unks
Goninburs
Legal Natee

=
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3. When the “Welcome” screen is displayed, click the “Next” button.

r@ Gpgdwin Setup | = = .|1

GP(;\\“wiN Welcome to the installation of
Gpg4win

Gpg4win is a installer package for Windows for EMail and file
encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supported,
OpenPGP and 5/MIME. Gpg4win and the software induded
with Gpg4win are Free Software.

Click Mext to continue.

This is Gpg4win version 2,3.0
file version 2.3.0.7965

release date 2015-11-24

N

Q\ pr=

— A

4. When the “License Agreement” page is displayed, click the “Next” button.
© crotinsens =

License Agreement
\ @ This software is licensed under the terms of the GMU General

Public License {GFL).

Press Page Down to see the rest of the agreement.

b pgdwin consist of several independent developed packages, available under -
different license conditions., Most of these packages however are available |:|
under the GMI General Public License (GMU GPL). Common to all is that they

are free to use without restrictions, may be modified and that modifications

may be distributed. If the source files {j.e. gpgdwin-src-x.y.z.exe) are

distributed along with the binaries and the use of the GMU GPL has been

pointed out, distribution is in in all cases possible.

What follows are the terms of the GMU GPL; for a list of individual
copyright and license notices please see the installed README file.

-

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the redpients the same rights you have received.

Gpgdwin-2, 3.0 ~ ~

[ <Back( ][ Mext = ] [) Cancel
AN Sz

e ——
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5. Set the check box values as specified below, then click the “Next” button.

O ser B =

|
Choose Components
\ @ Choose which features of Gpg4win you want to install.

Check the components you want to install and unchedk the components you don't want to
install. Click Mext to continue,

Select components to install: DES_C.”F'W'I
Paosikion wour rouse
Kleopatra ower a component to
[]era see jts description,
GpaoL
GpgEX

Gpg<win Compendium

Space required: 93.4MB

Gpgdwin-2.3.0

/ N
| <Back( || mext> | [) cancel |
AN J/

6. Set the location where you want the software to be installed. The default location is fine.
Then, click the “Next” button.

© cospinseon TN ol

|
| Choose Install Location
| \ @ Choose the folder in which to install Gpgdwin.

Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse
and select another folder. Click Mext to continue.

Browse...

C:\Program Files (x86)\GMNUNGNUPG

Destination Folder \

Space required: 93.4MB
Space available: 121.9GE

GEpgdwin-2,3.0

/ N
| <Back( || mext> | [) cancel
AN S/

\_/
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7. Specify where you want shortcuts to the software placed, then click the “Next” button.

© crotn sy WA e

Install Options |
\ @ Start links

Please select where Gpg4win shall install links:

Start Menu

[ Desktop

[] Quidk Launch Bar

#linked into the quidk launch bar.)

P
/ N\
| <Bad{ || Mext> | |) cancel |
AN /
v

Gpgdwin-2.3.0

8. If you selected to have a GPG shortcut in your Start Menu, specify the folder in which it will
be placed. The default “Gpgdwin” is OK. Click the “Install” button to continue.

© oot IR e

|
| Choose Start Menu Folder
| \ @ Choose a Start Menu folder for the Gpg9win shortouts.

Select the Start Menu folder in which you would like to create the program's shortcuts. You
r a name to create a new folder.

)

Accessories / -
i ; ools

Games

Gpg4dwin

HEAT

HP

Identity Finder

iTunes

Java

Maintenance

Mcafes

Microsoft Office 2013 -

Gpgdwin-2.3.0
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9. A warning will be displayed if you have Outlook or Explorer opened. If this occurs, click
the “OK” button.

i Please make sure that other applications are not running. In particular
! you should close Qutlook and all Explorer windows., Gpgdwin will try to
install anyway but a reboot will be required then.

10. The installation process will tell you when it is complete. Click the “Next” button.

@ Gpgdwin Setup ' = .|

Installation Complete
@ Setup was completed successfully,

Completed

Gpgdwin-2.3.0 ~ ~

éBack( |[ Mext = ] |) Cancel

\/
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11. Once the Gpgdwin setup wizard is complete, the following screen will be displayed. Click
the “Finish” button.

iGegtwin e I = == S
I GP GWN Completing the Gpg4win Setup
Wizard

Gpg4win has been installed on your computer.

Click Finish to dose this wizard.

Show the README fille

Click here for the project's homepage

/ N\
| ::Ba\:k( |[ Finish I|) Cancel |
AN J/

v

12. If you do not uncheck the “Show the README file” check box, the README file will be
displayed. The window can be closed after you’ve reviewed it.

English REamee file for Gpgdwin "|E

[This 45 Gpglwin, version 2,7.0 (2015-11-24), |
[contant :
1. Important Notes
changas
- Bugs (and Workarounds]
. tnstallation
versian Wistary
version wusbers of Included software
Legal moTices

ol e

The Gpgivin comendiun describes the installation and use af cpgdwin,
afrer tnstallation 1t 45 available in the Gpgiwin start menu or online:
hTTp: . GRO4win, or g/dac / en/gpgdwin-conpenc um, html

Please read the section "3. Known Bugs (and workarcunds)™ of this
REALME Before you STart working with pgdwin.

pgdwin supports these platforms:
= gperating System: windows ¥P and later versions (for a11: 22784 bit)
= m5 outlook: 2003, 2007, 2010, 2013, 2016 (for all: enly 32bit!}

2. charges

Included Gpgawin components in version 2.3.0 are:

GG 2.0.28
Klespatra: 2 2.0-gitfbaasad
Gea 0.9.9
Chaex: tat

%3 4
Voananatum oc: 3.0.0
Kompendivm EN: 500

Wew in Gpgdwin versfon 2.3.0 (2005-11-24)

= GpgOL ndw supports reading PGP MIME and 5/MIME mails. the standard 2
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V. Creating your public and private keys

GPG encryption and decryption is based upon the keys of the person who will be receiving the
encrypted file or message. Any individual who wants to send the person an encrypted file or
message must possess the recipient’s public key certificate to encrypt the message. The recipient
must have the associated private key, which is different than the public key, to be able to decrypt the
file.

The public and private key pair for an individual is usually generated by the individual on his or her
computer using the installed GPG program, called “Kleopatra” and the following procedure:

1. From your start bar, select the “Kleopatra” icon to start the Kleopatra certificate
management software.

Scaturro, Anthony

Documents
Pictures
Music
Computer

Control Panel

Devices and Printers
I@ Data Sources (ODBC)

Default Programs

@ Skype for Business 2015
Help and Support

@ Call Logging

»  All Programs

| Search programs and files

File View Certificates Tools Settings Window Help

E .-zx Export Certificates | e Redisplay 0 Stop Operation | “ Lookup Certificates on Server |h£‘ Clipboardv

I_‘::'e.rc*.-. o AEHO > IMy Certificates ﬂ
_°| My Certificates I Trusted Certificates | Other Certificates | x|
Mame N | E-Mail | Valid From | Valid Until | Details | Key-ID |
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3. From the “File” dropdown, click on the “New Certificate” option.

USING GPG4WIN

™ Kleopatra EE.L

PFile View Certificateruggls Settings Window Help
i
‘l [ Mew Certificate... Ctrl+N 2edisplay 0 Stop Operation | @8 Lookup Certificates on Server Ly Clipboard

on Server.. Ctrl+Shift+] IMY Cortificates LI
[z Import Certificates... Ctrl+1 rtificates I All Certificates I [
[z Export Certificates... Ctrl+E | Valid Until | Details | Key-1D |
1§ Export Secret Keys...
: Export Certificates to Server.. Ctrl+Shift+E

|&# Decrypt/Verify Files...
&4 Sign/Encrypt Files...

Create Checksurn Files...

Verify Checksum Files...

@ Close Ctrl+W

B9 Quit Ctrl+Q

4. 'The tollowing screen will be displayed. Click on “Create a personal OpenGPG key pair”

and the “Next” button.

G (-1 Certificats it

Choose Certificate Format

Please choase which type of cerfificate vouwant to reate,

e —

OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authority; instead, every
individual creates a personal Web of Trust by certifying other users' key

Wh their own certificate.

— \
Q Create a personal OpenPGP key pair

& Create a personal X.509 key pair and certification request

¥.509 key pairs are created locally, but certified centraly by a certification

authority (CA). CAs can certify other CAs, creating a central, hierarchical
chain of trust.

2/24/2016 V.  Creating your public and private keys
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5. The Certificate Creation Wizard will start and display the following:

& Creation Wizarc

Enter Details

Please enter your personal details below, If you want more control over the certificate

parameters, dick on the Advanced Settings button.

RS

Mame: I

(required)

EMail: I

(required)

Comment: I

Aameis reguired, but empty.

(optional)

Advanced Settings... |

6. Enter your name and e-mail address. You may also enter an optional comment. Then, click
the “Next” button

2/24/2016

ate Creation Wizarc

Mame: IAnfnony Scaturro

(required)

EMail: Ismturrn @uhd.edu

(required)

Comment: IMy certificate for GPG]

(optional)

Anthony Scaturra (My certificate for GPG) <scaturro@uhd.edu =

Advanced Settings... |

V. Creating your public and private keys
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7. Review your entered values. If OK, click the “Create Key” button.

RS

Review Certificate Parameters |

Please review the certificate parameters before proceeding to create the certificate.

Mame: Anthony Scaturro
Email Address: scaturro@uhd. edu
Comment: My certificate for GPG

[T show all details

Create Key I

8. You will be asked to enter a passphrase.

(\5) ™ Certificate Creation Wizard

Creating Key...

) Your key is being created. i

The process of creating a key requires large amounts of random numbers, To foster this
process, you can use the entry field below to enter some gibberish. The text itself does not ||
matter - only the inter-character timing. You can also move this window around with your
mouse, or start some disk-intensive application.

Quality: |\/[

[ o )
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9. The passphrase should follow strong password standards. After you've entered your

passphrase, click the “OK” button.

)

\Q Enter passphrase
| | | - | _———

—

Passphra@--------p

Quality:

QK

Cancel |

10. You will be asked to re-enter the passphrase

F

¢ ey S =

\Q Please re-enter this passphrase
| . | Passphrase

I

11. Re-enter the passphrase value. Then click the “OK” button. If the passphrases match, the

certificate will be created.

~

3 pinentry

>

| | Please re—enwmsg\

Passphra llllllllllllllll

oK

Cancel

m A

2/24/2016 V.  Creating your public and private keys
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12. Once the certificate is created, the following screen will be displayed. You can save a backup
of your public and private keys by clicking the “Make a backup Of Your Key Pair” button.
This backup can be used to copy certificates onto other authorized computers.

@ :1 Certificate Creation Wizard

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result and some
suggested next steps below.

—Result

Certificate created successfully,
Fingerprint: 5SCF546E0D74175F59780 248ACTBAD FB02F323213

—Mext Steps

< Make a Backup Of Your Key Pair. ..

T

Send Certificate By EMail. ..

Upload Certificate To Directory Service...

Please select export options for Anthony Scaturra (My certificate for
GPG) <scaturro@uhd.edu= (2F328213):

Dutput file: I E

r ASCIT armor

2/24/2016 V.  Creating your public and private keys Page 15 of 46
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14. Specify the folder and name the file. Then click the “OK” button.

i 4
™ Export Secret Ceﬂiﬁil =

Flease select export options for Anthony Scaturro (My certificate for
GPGE) <scaturro sedus (FEIIR130:

Cutput file: |C:MsersfsmMrrn!Desktup,."blq:nt.gpgl S L X El

r ASCIT armmar

K Cancel

15. After the key is exported, the following will be displayed. Click the “OK” button.

"% Secret Key Export Finishe.. (500 e |

I 6 Secret key successfully exported.

vok | |)
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16. You will be returned to the “Key Pair Successfully Created” screen. Click the “Finish”

2/24/2016

button.

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result and some

suggested next steps below.

—Result

Certificate created successfully,

Fingerprint: 5CF546E0D74175F09 780 248ACTEAD 7E02F 3258213

—Mext Steps

Send Certificate By EMail. ..

Upload Certificate To Directory Service...

File Yiew Certificates Tools Settings Window Help

A . =

M Import Certificates —n Export Certificates | e Redisplay 0 Stop Operation ‘ &% Lookup Certificates on Server | Clipboamlv

| Search... <alt+0>

g My Certificates I Trusted Certificates | Other Certificates | All Certificates I

|r«'I5-I Certificates

Name © |  E-Mall | ValdFrom | VelidUntil |  Details |

Key-ID

“iAnthonyS... scaturro@uhcl... 2016-02-11 OpenPGP.

2F328213

V. Creating your public and private keys
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18. To exit, click in the “Quit” entry in the “File” menu.

I e

File View Certificates Tools Settings Window Help

USING GPG4WIN

[&ﬁ New Certificate... Ctrl+MN 2edisplay 0 Stop Operation | @8 Lookup Certificates on Server LT—:‘J Clipboard
@8 Lookup Certificates on Server... Ctrl+5Shift+] IMY Certificates LI
[z Import Certificates... Ctrl+I rtificates | All Certificates | ®/
[z Export Certificates... Ctrl+E | Valid Until | Details | Key-ID |
2F328213

[t Export Secret Keys... OpenPGP
:: Export Certificates to Server... Ctrl+5hift+E
&1 Decrypt/Verify Files...
#= Sign/Encrypt Files...

Create Checksum Files..,

Verify Checksum Files...
9 Cloze Chrl+W Certificate To Directory Service. ..

Ctrl+Q

C Bu >

19. Before the program closes, you will need to confirm that you want to close the program by
clicking on the “Quit Kleopatra” button.

-

Kleopatra may be used by other applications as a service.

2/24/2016

You may instead want to dose this window without exiting Kleopatra.

[ Do not ask again

E} Only Close Windo m Quit Kleopatra Cancel |

V.

Creating your public and private keys
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VI. Exporting your public key to another GPG user

To allow someone to send you encrypted files and messages, you must export your public key
certificate that is stored in your GPG environment and send it to them using the following
procedure. Any prospective sender to whom you send your public key certificate, must add your
certificate into their key file or “key ring” following the procedure in the section entitled VI.
Importing another user’s public key into your GPG key file.

1. From your start bar, select the “Kleopatra” icon to start the Kleopatra certificate

management software.

Scaturro, Anthony

Documents
Pictures

Music

e

j Computer
fa% /) Paint

Control Panel
ﬁ WinsCP

Devices and Printers
5 Data Sources (ODBC)

Default Programs

@ Skype for Business 2015
6 Call Legging

» All Programs

Help and Support

| |Searrh programs and files

2. The following screen will be displayed with your key information.

e S e

File View Certificates Jools Settings Window Help

|&d Import Certificates

_'____u Export Certificates | e Redisplay 0 Stop Operation ‘ @8 Lookup Certificates on Server I?‘ Clipboard

ISearcf:l,., <Aff+Q> IMy Certificates ;I
_GI My Certificates | Trusted Certificates | Qther Certificates | All Certificates | x|
MName W | E-Mail | Valid From | Valid Until | Details | Key-ID
i Anthony S... scaturro@uhcl... 2016-02-11 OpenPGP 2F328213
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3. Select the key that you wish to export.

T T e

File View Certificates Tools Settings Window Help I

F mport Certificates ¥ rt Certificates edisplay g Stop Operation ookup Certificates on Server ipboart
I t Certificate: t Certificate: Redi Stop O i Lookup Certificate S Cli d

I.Sea!cr'.!,,,<,4f"e Q= My Certificates LI
ﬁl My Cerlificaia PHEEd Leruncates QOther Certificates All Certificates x|
= MName W E-Mail Valid From Valid Until Details Key-ID

‘l |l Anthony S... scaturro@uhdl... 2016-02-11 OpenPGP 2F328213

4. Click the “Export Certificates” button.

Ciow R W ole e

File View Certificates T ndow Help

| Export Certificates

@ Import Certificaf Redisplay O Stop Operation | “ Lookup Certificates on Server | Clipboard
I.S‘ea.ro":l,,, <AlE+Q> Export Cer‘tificates' My Certificates ﬂ
i My Certificates I Trusted Certificates I Other Certificates I All Certificates I =

Mame 5 E-Mail

scaturro@uhdl...

Valid From
2016-02-11

Valid Until Details

g2 Anthony 5...

5. Browse to the folder into which the public key certificate will be exported, give the file a
name, and click the “Save” button.

il Computer
& Local Disk (C)

Organize » New folder - 0
‘;:i' Eavorites * Name . Date modified Type Size
M Desktop . Custom Office Templates 12/4/20153:25PM  File folder
8 Downloads My Data Sources 8/28/2015 2:42 PM File folder
‘5l Recent Places ./ My Digital Editicns 6/24/201510:45 AM  File folder
My Shapes 6/1/2015 5:25 PM File folder
= Libraries L ./ OneMote Notebooks 6/2/20159:12 AM File folder
@ Documents 3
J' Music
[E=] Pictures
EE videos

Save as type: | Openl

icates (*.asc *.gpg *.pgp)

= Hide Folders

2/24/2016

VL

Exporting your public key to another GPG user
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6. The status line on the bottom left of the window will display the status.

™ Kleopatra = | 5 e S
File View Cerificates Tools Settings Window Help

o~ n
MImportCerﬁﬁahes 5y Export Certificates | e Redisplay 0 Stop Operation | &% Lookup Certificates on Server || | Clipboard

I.S‘earc/':,,, <A+ My Certificates LI
_QI My Certificates I Trusted Certificates I Other Certificates | All Certificates I =
MName W E-Mail Valid From Valid Until Details Key-1D

[® Anthony S... scaturro@uhcl... 2016-02-11 2F328213

‘| Exporting certificates...

7. To exit, click in the “Quit” entry in the “File” menu.

File View Certificates Tools Settings Window Help

[&a Mew Certificate... Ctrl+MN 2edisplay 0 Stop Operation | @8 Lookup Certificates on Server LD Chphcardv
@8 Lookup Certificates on Server... Ctrl+Shift+] IMV Certificates LI
[za Import Certificates... Ctrl+I rtificates | All Certificates | &
[ Bxport Certificates... Ctrl+E | Valid Until | Details | Key-ID |

OpenPGP 2F328213

[t Bxport Secret Keys...
(24 Export Certificates to Server... Ctrl+5hift+E

|=2 Decrypt/Verify Files...
# Sign/Encrypt Files...

Create Checksum Files..,
Verify Checksum Files...

€ Close Chrl+ W Certificate To Directory Service. ..

(¢ B3 Quit )} Ctrl+Q

8. Before the program closes, you will need to confirm that you want to close the program by
clicking on the “Quit Kleopatra” button.

-

Kleopatra may be used by other applications as a service.
I You may instead want to dose this window without exiting Kleopatra.

™ Do not ask again

Q Only Close Windnq E Quit Kleopatra @ cancel |

9. The exported certificate may be sent via e-mail or can be copied onto a USB key and passed
to whomever needs to send you encrypted files. In the case of the sender being a UHCL
web site, the exported certificate should be sent to Kurt Lund at lund@uhcl.edu.
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VII. Importing another user’s public key into your GPG key file

If someone sends you their public key so that you can send that person an encrypted file or message,
you must import their public key certificate into your GPG key file or “key ring”. To import the
certificate into your GPG environment, perform the following steps:

1. From your start bar, select the “Kleopatra” icon to start the Kleopatra certificate

management software.

@ Data Sources (ODBC)

@ Skype for Business 2015

é Call Logging

»  All Programs

| |Sear':h programs and files

Scaturro, Anthony

Documents

Pictures

Music

Computer

Control Panel

Devices and Printers

Default Programs

Help and Support

2. 'The tollowing screen will be displayed with your key information.

T T

File View Certificates Tools Settings Window Help

M Import Certificates

o5 =
3 Export Certificates | e Redisplay 0 Stop Operation ‘ “ Lockup Certificates on Server | I Clipboard'

|5earcb,., <Aff+O> |I'~"I\-I Certificates LI
_GI My Certificates I Trusted Certificates | QOther Certificates | All Certificates | =
Name % |  EMal | ValidFrom | Detail: |  KeyDd

hel... 2016-02-11

2F325213
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3. Click the “Import Certificates” button.

UPLOADING ENCRYPTED FORMS

FROM AN OMNI

AL I R =5

File Vicw oletificates Tools Settings Window Help

UPDATE WEB SITE
USING GPG4WIN

L-d Import Certificates

iin
Export Certificates | e Redisplay 0 Stop Operation | &% Lookup Certificates on Server ||| Clipboard

ISEa!cb,,KA.:" Import Certificates IMY Certificates LI
_el My Certificates | Trusted Certificates | Other Certificates I All Certificates I =
Name |  EMail | VelidFrom | VeldUntl |  Detals |  keyD |
" AnthonyS... scaturro@uhcl... 2016-02-11 OpenPGP 2F328213

4. Browse to the folder from where the public key certificate will be imported and click the

“Open” button.

Organize »

New folder

¢ Favorites
M Desktop
4 Downloads
] Recent Places

4 Libraries
@ Documents
J’ Music
[E=] Pictures
BB videos

18 Computer
& Local Disk (C)

e_ MNetwork

Name I

Size
| | KurtALund.asc ) |
m:. 3

[@). SECLIE V2 Production
@ DLO Symantec Backup Manual
@ DLO Symantec Backup FAQ
. Contract analysis
L. IrRB
e‘! Network
Ll Computer
A Scaturro, Anthony
74 Libraries

HoE R R [R

4 | m ‘

S —
< File pame: KurtAlund.asc >

Certificates (".asc *.cer *.cert *.c *

™ Certificate Import Result - Kleopatra -

2/24/2016

VIL

Detailed results of importing C: \Usersscaturro\DesktopFurtALund. asc:

Importing another user’s public key into your GPG key file

Total number processed: 1
Imparted: 1
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6. Click the “OK” button and the Kleopatra window will switch to the “Imported Certificates”
tab, showing the newly imported certificate.

:

File View Certificates Tools Settings Window Help

M Import Certificates = Export Certificates | e Redisplay 0 Stop Operation ‘ &% Lookup Certificates on Server T Clipboard'

|l§earo":l.,. <Alt+2> ertificates 4|
_GI My Certificates | Trusted Certificates | Other Certificates I All Certificate: Imported Certificates I a
= alid From alid Unti
~ KurtAlund  lund@uhcl.edu  2016-01-27 OpenPGP SSGSTBiS)
——

7. Clicking the “My Certificates” tab will bring you back to the original tab.
T e

File View Certificates Tools Settings Window Help
w Import Certificates -=--u Export Certificates | e Redisplay o Stop Operation | &% Lookup Certificates on Server L?:?l Cliphoarclv
| e AL IMy Certificates j
_GI My Certificates Trgfted Certificates | Other Certificates | Al Certificates | Imported Certificates | x|
. E-Mail | ValidFrom | ValidUnti |  Detsls |  KeyD |
‘- Anthony S... scaturro@uhcl... 2016-02-11 OpenPGP 2F328213

8. To exit, click in the “Quit” entry in the “File” menu.

File View Certificates Tools Settings Window Help

[&a Mew Certificate... Ctrl+MN 2edisplay 0 Stop Operation | @8 Lookup Certificates on Server LT} Chphcardv
@8 Lookup Certificates on Server... Ctrl+Shift+] IMV Certificates LI
[za Import Certificates... Ctrl+I rtificates | All Certificates | &
[ Bxport Certificates... Ctrl+E | Valid Until | Details | Key-ID |

OpenPGP 2F328213

[t Bxport Secret Keys...
(24 Export Certificates to Server... Ctrl+5hift+E

|=2 Decrypt/Verify Files...
# Sign/Encrypt Files...

Create Checksum Files..,
Verify Checksum Files...

€ Close Chrl+ W Certificate To Directory Service. ..

(¢ B3 Quit )} Ctrl+Q
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9. Before the program closes, you will need to confirm that you want to close the program by
clicking on the “Quit Kleopatra” button.

Kleopatra may be used by other applications as a service,
You may instead want to dose this window without exiting Kleopatra.

[ Do not ask again

Q Only Close Windo m Quit Kleopatra | Cancel |
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VIII. Decrypting an encrypted e-mail that has been sent to you

1.

Open the e-mail message.

i H % G * 4+ =
MESSAGE | GpgOL  MtfesE-msilSesn  ADORE POF

Encrypted body message - Message (HTML]

3 Feam Emal Vo Pt
52 Ruply B Dl Gmetiote

o
— EX Ta Man,
L - ‘& Manages

G X | (S

,,; Calk “I P a}) # rind

Ttm - 08 X

[ Refatea =

- « Delete Reply Ferward [ - Mark Calegorue Foll Translate
Salunk = Al Fhpsore ¥ Create New - [P acbons= | poicy- Uniead . u,‘.v-u o b tsears
Detete Respand Cuick Steps fa Mave Tags Ediing Toem -
Tue 2202006 &35 AN
Lund, Kurt
Encrypted body message
st Antury
——BEGIN PGP MESSAGE ——
Version: GnuP vi
hOEMASAC W ICKEEXAD, il ANC. 1vOKOr
K5YXO igLmMNLF YISk fuSrgtk uf v
TCAMATSWOMDCIESH Thit (64
Iy
¥ Eg
Ok { {F f9CREH/2UL
SerClihgl DK o
DCPaj3th721iPlg W LEAImETRodLn
s g JEWILXCURVICWD
- 5L WGHAD PO
DXL+ VLIGEVD it
L Taz/IGCIIFATy 0
DEYY
=faln
o END PGP MESSAGE——
Chek s prsto b 40 pmil and el v shtet

A X

2. Select the GpgOL tab.

2/24/2016

Tncrypted bady mesage - Meszage (HTML)

Masuager
Tue 320216 835 A

H Lund, Kurt
Encrypted body message

Bo Seaners, Anthasy

--—BEGIN PGP MESSAGE——
Version: GruPG v2

FCIEBASACW L ICKEEXAL xgh INE el Vv IvOKy
JenpSaiaL THS0TuyQ
26 ‘Bl e DA
(5 0x0Omg 1 FeBa0| 30V
e 9CREHIZUY
S+CBhgh OO0LAPYf006: Qgctypt
i " i i 5k WS ILLCRUmMETFkxILA
YOl Z7gYO! SojpW TuNCURVICWE
cOnSe]Iny 2L
ek bl dGHFhOE2 AL WGk AO+CPO

BEL+L e BBLVexhm
ALV LASXNLNeT T2 JEC I3FATy AU epumhiTGa EQMONSTOTS504ke
DGYY

=fxtn
e END PGP MESSAGE -

Chek & pheta fo see receet emails and sotiel updales

A X

VIII. Decrypting an encrypted e-mail that has been sent to you

T M- B x
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3. Click the “Decrypt” button.

USING GPGAWIN

Encrypted body message

——BEGIN PGP MESEAGE———
Vergion: GnuPG v2

HOEMASACW L 3CKE EXACg AwcagibFsRBENUSRCING DFSeshiul Clal VD 1vOKOr

ESYNC0TuLl

SqigLm NLIPBIN Y ISk FevEfuSr g8 hNeqhEPFLIMSIO Ty

ZCAMaZSwrOnAD Qg+ TMTdBrnl F7DpcYNASOmF Agks BayRRFE2ejywe DB E4gi+
SRR IO TXIEL KT NBEIVI+a M ¥ XV NSO Mg | FaBA0  SEV
DwdTeTDMBDDPba/yOVI EgYv¥idmNTEppgUmalwikASb2EXZ STwhaHK]958EI

SHETESdAT

Brey¥hlcylisdws

IEWIVEDANela 1 OyI9jCgEH UL

DCP4jFsel

CYDEUAdAEHBmH
eOwSe]I0AdmvGe+
enallAMIDIfCEIBL

BEL+NVLIGEVDyIWFaf

LISFhcy WS fponfi gl TPfnuteau?P
AQFORKKD]TEAYLOG+ctypPukdZ wZ Mt
U LBENUIW Syjul Ll
AncbCLIgYOWa TSy

hEfedfyepnZ Xk PD-

Fhalln
TXCURICWE

g

2/ ALW G A0+ CPO 7 AubSaR]

wFb G J
ALIgeSEY T Cal YV EFDOGKWATEY Knusa/CY S+ BBLVaXim

EL

1LVsSIfIMOKy LnaMLNeT 7q2)/jGCIZFA3ydUepumhi TGl EQMONITOTS2504xe 0

DGYY
=fxtn

END PGP MESSAGE.

4. A command window will open along with a window that asks for the Passphrase to your
private key that will be used to decrypt the incoming message.

2/24/2016

B C\Program Files {xgﬁ)\ﬁ NU\GnuPG\gpg2.exe

You need a passphrase to unlock the secret key for

user: "Anthony Scaturro ¢(My certificate for GPG) {scaturroBuhcl.edu>"
2@48-hit RSA key. ID CYFF63BA. created 2016-82-11 {main key ID 2F328213>

Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:
“Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu="

2048-bit RSA key, ID CSFFE30A,

created 2016-02-11 {main key ID 2F328213).

Passphrase |

[ Ok ] | Cancel

VIII. Decrypting an encrypted e-mail that has been sent to you
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5. Enter your passphrase and click the “OK” button.

Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:
“Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu="
2048-hit RSA key, ID COFFS30A,

created 2016-02-11 (main key ID 2F328213).

Passphrase Iiiliiiiliiiiiil

6. The results window will tell you if the decryption succeeded. Click the “Finish” button top
close the window.

(-2

Results

Status and progress of the crypto operations is shown here.

All operations completed.

Finish I >l;ancel |
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7. Your unencrypted e-mail message body will be displayed.
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H" 0 * ¢ =
MESSAGE  GpgOl | MeMee EmailSean  ADOBE POF

P X

Staes Contificate | Dwcryge Verify

Lund, Kurt
Encrypted body message

Here is a sample message with the whole body ercrypted.

Kurt

Tncrypied bady mesage - Message (HTML)

T M- B x

8. When you close the e-mail you will be asked if you want to save the e-mail message in its
unencrypted form. For maximum security, click the “No” button. This will keep the

message encrypted within the e-mail system and will require you to enter your passphrase
each time you reopen the e-mail message.

2/24/2016

,

The properties of the message "Encrypted body message” have been changed.

Lh ‘Want to save your changes to this message?

==
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IX. Decrypting an encrypted e-mail attachment
1. Open the e-mail message and double click the attachment.
“ Lo B Encrypéed attachmant - Meszage (HTML) T M - 0 x
o X | QR G s [T S (| . B @ B PG 3 QA

Up+

Quitk Steps " Meve Tagi " Editing Zoom

Anthony,

The attachment is encrypted.

Kurt

b

2. You will be asked whether you want to open or save the attachment. Click the “Save’
button to store the encrypted file.

i N
Opening Mail Atlachmen_i- M
@ You should only open attachments from a trustworthy source,

Attachment: Secret2.txt.gpg from Encrypted attachment -
Message [HTML)

Would you like to open the file or save it to your computer?

o (e

Alﬂays ask before opening this type of file
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3. A command window will open along with a window prompting you for your passphrase.

You need a passphrase to unlock the secret key for
"Anthony Scaturro <My certificate for GPGY <scaturroluhcl.edu>"

user:
2@848-hit RSA key. ID C9FF63BA,. created 2016-82-11 (main key ID 2F328213)>

= | =l L

m C:\Program Files {XEG)‘\G NU\GnuPG\gpg2.exe

m| »

Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:
“Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu="

2043-bit RSA key, ID CSFFa30A,

created 2016-02-11 {main key ID 2F328213).

Passphrase |

[ Ok ] | Cancel

4. Enter your passphrase and click the “OK” button.

2/24/2016

-

pinentry

r ===

Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
"Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu="

2043-bit RSA key, ID COFFG30A,
created 2016-02-11 (main key ID 2F328213).

[ oK ] |) Cancel

IX.  Decrypting an encrypted e-mail attachment
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5. Select the appropriate folder and enter the name that you want the file stored as. Then, click
the “Save” button.

Save As X
U‘\;,. [[E] » Libraries » Documents » My Documents » = [+2 || Search My Documents
Organize * MNew folder g== -
5 Microsoft Outlook Documents library s
My Documents
¢ Favorites Name Date modified Type
Bl Desktop
& Downloads | Custom Office Templates F!lEfDl:IEr
5 Recent Places  |& (5] My Data Sources File folder
My Digital Editions 510:45 AM  File folder
Librari Onehote Notebooks ; 0159:12 AM File folder
4 Libraries \ '
<] Documents =3 My Shapes File folder
B Music || AnthonyPublicCert.asc ASC File
@
&= Pictures B ajs-photo.png PNG image
B videos
18 Computer o m
Fileﬂaée: ‘ )
SaveasypeW
4 Hide Folders Tools ‘ Save | | Cancel
—

6. If the file name already exists in the folder you have selected, enter a “y”” into the command
window to replace the old file.

2/24/2016

i ' CA\Program Files {xSﬁ)\GI’!E\GnuPG\gng.exe ' # - e »

Yow need a passphrase to unlock the secret key for
user: "Anthony Scaturro My certificate for GPGY <scaturrolPuhcl.edu>"
2@848-hit RSA key. ID CPFF63BA. created 2016-82-11 (main key ID 2F328213>

encrypted with 2048-bit RSA key. ID C2284117. created 2016-—681-28
"Kurt A Lund <{lundBPuhcl.edu>"

encrypted with 2848-bit RSA key. ID C9FF63BA. created 2016-—82-11
"Anthony Scaturro (My certificate for GPG) <{scaturroluhcl.edu>'

*C:sUserssscaturrosAppDatasLocalsMicrosof t>\Windows~Temporar“internet Tile

NContent .Out look~3158J87GN\5ecret2 txt (BBZ2)’' exists. Overwrite? C(yus/N> y_

IX.  Decrypting an encrypted e-mail attachment
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7. 'The file should be unreadable.

| Secret2.bxt.gpg - Notey o
ormat  Wiew Help H
20, [JA(A g_"x7Z]¢EN06+(200A 0] 0~ (e {C" £5&R1 0>Us (sfyf£ah pl. vfr,{ugaw}A.T«Iauzxmyzomrwl —HKWPOS?TAEA’ &—@"H-y TS5 ti< ' +* o5
UaTAc (-e] CEI6+ TEAO-CX,=U-p 08508 F{ﬂla[}lﬁgAEm(oo G2614_POO%_¥0!5 ET¥SUAALD. JTN/YIEBS, " v, L—dEIL,6-R/AZK] ENKOMEL «F1DAL]

AL-PEYC wy400n. DEPVEI=0 my'

BOAE , 2—€15#A /A1 | "4,/C)HSOTEH- ﬁs UAVOsHE C<T+0V+11B8s 2Q6 , D+4KwI-{ 14! Ab— il
BU4 L - O¥DXIO5U <P~ el6%S Ieg.-m JE 7aas* ‘6
_|&YTeqeOrEl ViNCaNy /UOA§

407 /L,72BGEZONCI— 2] "Cmt’ t-Cg [xbN-MvEveza c AB?ld-! ﬁaow@ome 8DD? Hl
E S fei10, YOa[4u{o. er]fzwa 9CHHe,PTH7 © nﬁ«]AhuwAAszip#(l VA @'Cy
ri-1}vAx._etg4;ppsal«D™FY| KIuTmIopA—NB&\A“c{C Ie dAM #*EpPY|242:pyco hz|E

!/l

8. Open Windows Explorer and click the decrypted file to open it.

b Likranc » Decuments ¢

Omasize v W Open v Shaewithw  Print  Emad  Bum  Mewfolder

m- 9 &
o Favarinas Documents library e
B Dt Includes: £ locations
i D absads Hame Trpe S
5 Becent Places
L Custom Cetice Templates il foider
4 Libranes 0 My Data Sources File fnides
3 Documents Ui My Digital Emiens File faldes
B My Bocuments L Daelicte Nolebooks File
b Public Documsents. i
o Mus | Secrealint )
el Fctures
H v | AnthasyPublisCart ste 1
B ajp-phatopag Fet |
% Computer
L Local D ()
S Metwork:

B Secrei2id Date modified: 2/23/2016 513 AM

Dlsce crestect: /7116 543 AM
Test Documsent Sue W2 bytes
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9. The file should be readable.

TIe Edit Format View Help

=

H

This once was an encrypted fﬂy N |
H

I

il
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X.

1. Type the message body as you usually do.
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Sending an e-mail message with an encrypted body

A message whose body will be encrypted - Message HTML)

B H%®Q Tm -0 X
MESSAGE | WNGERT  OFTIONS  FORMATTEXT  REVEW  DEVELOFER  GpgOl  ADOBEFDF
¥ g g P il e Lip + Q
&l Calbrifoi={11 = A & =~ T Foliow Lp
. Cop 3 == | HighImpanance
Pate A fasign Toom
. Fromare | BT WIER n,,:. PP ——
Clipsara Banie Teat tagy & toem ~
1o, g, Ky
Sena
Subject | A meseage mhote Bady wil be snenpted
Hiere 1 & message in plain text that 1 wil send encrypted |
Chek & phota 10 see resent emails and 1acial updates .
HEH®O*® &5 Amessage Pt bod ncrypted - Message (HTML) TE - 08 X
MESSAGE | BNGERT  OPTIONS  FORMATTENT  REVIEW  DEVELOH ppos poF
P 2 ig) st 5 o5 .
=4 CabriBos 11 - A0 W - 4| |88 5“@ . A
(i W . a. B== g4 Mirar Chack | Aach Amach Signature | Aesgn
T ramaren B U T A== e O R Eme s a«-.r':.-
Cliptsarg Basie Teat Hamey inesuse a
lurd, bt
cena
SUBJEEL | A meriage whot Bty wil Be ancipled
Here in plain text d]
Chiek 8 photo o see recenn emails sns ol updates 0~

3. Click the “Encrypt” button.
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USING GPG4WIN
A iy will be encrypted - Message HTML} TE -0 X
RSERT OPTIONS FORMAT TEXT REVIEW DEVELOPER GpgOL ADOBE PDF
il a o
[® & &
t Sign Verfy Encrpled -
file
o ol
Send
Subjeat A mbriage whore Basy wil Be encrypled

Miere 1 & message in plain text that | will send encrypted |

Chek 3 phota f ee Tecen emails sns snsal updates

4. The message text will be encrypted and become unreadable. Click the normal “Send”
button to send the message to the intended recipients.

(=] L~ A message whaose body will be encrypted - Mescage [HTRL] TH - 08 %
MESSAGE  INSERT  OPTIONS  FORMATTEXT  REVIEW  DEVELOPER

GpgOL | ADOBE POF
- - TR o | - i
P & § /%X & H
Staet Contiicate | Fncrypt Decrypn Sign Ve | Ecrypted Enceypted file
Manager e o Signatuer
Atiachments

whzae bady will be enmypbed

——BEGIN PGP MESSAGE——
Version: GNuPG v2

PEBAJLS TSI TEr
yergFeEAZ it

i Py VOA[PIE TPl mkXpTE
1Fq/PL TTINI vl 2yt

il
ThemTZIWS

INBOER

edBCTLRIFTSYa T 72k b BesHHOYLAEI: GMATTHQITKeDvD
k ? o d XICTRSITErL IO T
GRarwCEZUAAUKWerCoHHE, L 3L i ur
TOBLCH L Jeek N7 FGAETGSPVO]
kB9 barve g - “ADYRIASyY
IO+ hidSL T CFu

=02KC
END PGP MESSAGE.
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XI.

1.

UPLOADING ENCRYPTED FORMS
FROM AN OMNIUPDATE WEB SITE
Sending an e-mail message with an encrypted attachment

USING GPG4WIN
Type the message body as you usually do but do not add the attachment yet.
= I T T S o attachmment - herzage | (] . -
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW pgoL ADOBE POF
=, X L nd I T = = Lj_f_ié‘?; ] - = q
n._.? S | T e n“m.-.».;nu-x aaxch tl!ll\!_\‘lgn-llm Toom
Cligaard B Tedt Hames Inchuse & Zsom
Te.. il Gax
sond (139
Sytyet A metiape with aa endrypled sttschment
This message has an unencrypted body but will carry an encrypted attachment|

2. Select the GpgOL tab.

05 Gt s attachment - Mesage ) T m - 8
MESSAGE | INSERT  OPTIONS  FORMATTEXT  REWI Alose poF
o = B B
F Calibri (Boc =11 <[ A A P - £
Pt ] -p- BB fatach Atzach Signatun
O Fowst Puiciss | BT U E b ot
Cligeard EapeTen Ineiuse
fe. | laodset
Sk
gand
Sutpest A message with 1 encrypted sttathment

This message has an unencrypted body but will carry an encrypted attachment|
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USING GPG4WIN
3. Click the “Encrypted File” button.
B H® O 4 A masrage with an encrypied sttachenent - Mescage (HTHL) $ m - 8%
MESSAGE INSERT OPTH xT REVIEW DEVELOPER GpgOlL ADOBE POF
? (8 R / E»
Stat Comtificate | Encrypt Decrypt Sign Vo ol file
Mamager soff Sigratun
Ceneral Testbody {3 -~
e LS
2 Subjea & mEiage with an enofsted sttachment
Chek o phols 16 466 160en emaili amd sooal updates i~

K

4. A file selection box will be presented. Navigate to and select the file to be encrypted.

. . = @ v Libraries » Documents » - H Search Documents pel
Organize v New folder - 0 @
B Documents. ||br'ary Arrange by:  Folder = |
B Desktop Includes: 2 locations
IS Name Date modified 1
‘fﬂ Recent Places
. Custom Office Templates 12/472015 3:25 PM F
) Libraries My Data Sources 8/28/2015242PM
) Documents |\ My Digital Editions 6/24/201510:45 AM |
o Music . OneNote Notebocks 6/2/20159:12 AM H
[&=] Pictures 6/1/2015 5:25 PM F
B videos L Secretlbd ) 2/23/2006 913 AM Tl

1% Computer
&, Local Disk (C)

?- Network

[T u Lasc
|| ajs-photo.png

2/17/2016 4:10 PM
1/29/2016 323 PM P

T

File name: Secret2.tet

2/24/2016 XI.

Sending an e-mail message with an encrypted attachment

Open I Cancel

Page 38 of 46
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5. A window will pop up asking you to verify the certificates that will be used. Click the “OK”
button to confirm.

™ Select Certificates For Message "A message with an encrypted atlad'lmenf" @u

Fleasze verify that correct certificates have been selected for each recipient:

(® QpenPGP (" 5/MIME

Select Encryption Certificate

To: Scaturro@UHCL.edu IAnHﬂony Scaturro (My certificate for GPG) <scaturro@uhd.edu> (2F328213) ﬂ |

lund@uhd.edu

|Kurt A Lund <lund@uhd edu > (39657845)

[~ Only show this dialog in case of conflicts (experimental)

3 ]

Cancel |

6. The file with an extra extension of .gpg will be added to the e-mail message.

x B 7 M- FL - BN JRET
MESSACE  INSERT
P &g
Manager
Senetal Tedbady

0STIONS

/& @ =

Stan Centficate  ncrypt Deceypt Sign Verdy | Encrypted Encrypted fie

A b an e sage

FORMATTENT  REVIEW | GpsOL  ADOREPOF

fe  andSgraiure
etachmants

7. Click the “Send” button to send the message.

2/24/2016

Hh'\.=
? o4

Marager

ORTIONS
AN

[%X| 8 5

SeanCanficate  Tncrypt Docnpe Sign Vaiky | Encnpted Encrypeed fie

Tenmagy

A b an e sage

FORMATTENT  REVIEW | GpsOL | ADOREPOF

fe  and Sgnature
mtacrmants

XI.

Sending an e-mail message with an encrypted attachment

Page 39 of 46



XII. Digitally sighing an e-mail message

UPLOADING ENCRYPTED FORMS
FROM AN OMNIUPDATE WEB SITE
USING GPG4WIN

1. Open a “Compose” window in Outlook and type in your message content as you usually do.

BEHS%O & A -l that & digrtaly signed - Message (HIML) T m - B8 X
MESSAGE | INSTAT  OPTIONS  FORMATTINT  RIVIOW  GpgOL  ADOBEFOF
By ¥ S 5] st 0 e [ - T
L Ey e T P - & 3 $ 0 &= |2 |8 P Fotiow up Q
o P PTR N;‘hlllahs.g ; P ! Hign Importance
uite A B &= = | Addiess Chee ach Altach Signalure | b
T Fromateume 8T Y A e e | T b Poley+ # Lowimporance
cipboard Batic Tent tames Inciuse Tags 5l Zoom ~
To | |landset
cend
Subjert | an el At i digEall signed
This message ks gaing to be digitaly signed.|
ik & BRAES 13 06 FECHE amAE S £0EI LPABAH [
<« I
2. Select the “GpgOL” tab.
EHEH®O T &= ak is digitally signed - Messape (HTML) T B - 8 x
MESSAGE | TNGERT  OPTIONS  FORMATTENT  Rivi 'cmrvne
PO A ; (R ™ | B =
"—. ColbmiBon-[1 - A » [/ - 2| T Fretenty Q
| By cap ' ! S 1 High Importance
Fuste : B Iy W-p- BEx= = g Addes ek | Attach Astsch Sgnatwe | daugn Zoom
< Foman Painter 4 Book Nemes| Fle hem= = | Polioy= & Lowlmpertance
Chpbears s e Hames tnatude gt 6 gesm -
Ta.. sl
=y
X .
send
SBIE | An emad thet is digitaly signed
This message & going ta be digtally sigred|
Chck 8 photo to see recent emaits and social upaate i v
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USING GPG4WIN

3. Click the “Sign” button.

BHS O &
MESSAGE S

An e-mail that is digtally signed - Meszage (HTHML] TE -0 X
IONS  FORMATTEXT  REVIEW  GpgOl | ADDEE FOF

P R B g &
ety Ercrypted Encrypted file

il and Sigasture

Gentral Tenod attachmenty A
SUBJER | An amai Enat i digeaty pgned

This message is going 1o be dyialy signed.

Chek 3 phota fo see Tecent smails ans 1sl updates o~
7
1
[ ]

1

4. You will be asked to verify that the correct private key certificate is being used. Check that the
certificate is the one expected and the OpenPGP radio button is selected. Click the “OK” button to
confirm.

Please verify that the correct certificate has been selected for the sender:

&' QOpenPGP) (" SMIME

Talmll Cartfe=te
——
From: Scaturro@UHCL, thony Scaturro (My certificate for GPG) <scaturro@uhd.edu> (2F3282 _I |

[ only show this dislog in case of conflicts {experimenizh
S

5. You will be prompted to enter your passphrase to unlock your private key. Enter your passphrase
and click the “OK” button.

(et

Flease enter the passphrase to unlodk the secret key for the OpenPGP certificate:
| | "Anthony Scaturro (My certificate for GPG) <scaturro@uhd. edu="
= 2048-bit RSA key, ID 2F328213,
created 2016-02-11.

P

Passphrase (ssssssssssssnss
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UPLOADING ENCRYPTED FORMS
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USING GPG4WIN

6. The digital signature will be added to the end of your message. If you do not wish to encrypt the
message, click the “Send” button to send the e-mail and to end the process. Otherwise click the
“Encrypt” button and continue to step 7.

INSERT  OFTIONS

wet Sgn Vedy | Encrypied Enc
Testeady

[T

A emailthat is sigmally signed

This message is goirg to be dgitally signed,

BEGIN PGP MESSAGE.
Version: GnuPG v

FORMATTEXT  REVIEW  GpaOL

(X & &

fle  and Signature
Amsshments

ADOBE POF

1AM, j 9
S3CNPRYTIOfmF i 6L
OpjaXsalsmuut -2/ IFE SO0 2 s EPECREE
ey hmakObs ViR IbaspeEhoalWiey
b AChVeE dsBreFToL rerry

GRGVLIAL RNEVEjIT+mBGOINGNTus k3N ruks=

Uiy
——END PGP MESSAGE—

T

7. If you choose to encrypt, you must verify that the correct recipient public keys are selected. Click the
“OK” button if the correct certificates are chosen.

2/24/2016

hﬂ- Select {Eerti'ﬁcates For Message "GpgO!

Please verify that correct certificates have been selected for each recipient:

=)

= OpenPGP (" SMIME

Select Encryption Certificate

To: Scaturro@UHCL.edu IAnﬁﬂony Scaturro (My certificate for GPG) <scaturro@uhd.edu= (2F3238213) ;I |

lund @uhd.edu

JKurt A Lund <lund@uhd. edu> (99657845)

[~ Cnly show this dialog in case of conflicts (experimentz

XII.
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8. The entire message will be encrypted. Click the “Send” button to complete the process.

2/24/2016

BH®OC* & An e-mail that is digitally signed - Message (HTML)
MESSAGE  BNSERT  OFTIONS  FORMATTEXT  REVIEW | Gpg0L  ADOBEPDF
P &g /X 8 F

Start Certificate | [nonypt Decrypt Sign  Verify | Encrypted Encrypted file
Manager file  and Signatuce
el Tertbody antachreety

ubieet | An email that is digrally signed

F-—BEGIN PGP MESSAGE—
Version: GnuPG vl

TR WD Uk IO el T B 0Pk VLA 6 SR AK T2 TIRIRIPROR I WESNS gy

peKBeYYL IBHOADA W
eeSCHLXEC i
INFIUe Sl G s g Suafe P LCULIBOIHCTIRE Sl ar
kY Lt MPeaNKDECNIGIMWRsD220b2] TetOVDRAUBDAPOAltdw hBFWE LAM YD
JEULG10E Ly g+ilal3ef+
Tylick Ikl aeSdr v Ikl Rl Lk ) P
AZFINLESBMIkIC VUL TS
I z0g5L’ I46dWac3fluedpo
ASAZ]T 17/ GR{C Yake
ek T RESS Gk 32V Jul TesiNE|Obog LXK
Tazhe InzsCdRY RN SIEHES
VEGUGDIOZIU i

hiSKUoksHagr CmPlws10GPCrBSg NHRkCeFOBKm Fu3XCL
TrUflnr IHO 1yC i3

a8 jADBPLTAHPgzq|
) LenfQ2LDWP TnctCAEAl L
N HBVUORK il IWEKTALINE 1671 fi

2FYTCH | THOHasL 1L/25hllas

OfxHXB 00/ 7ISLnlKZMguwiWNT L4SRUSeAVCanKOedkEgOWHRoDwa 1c PHhIIX1uGES
e A e g & " ib2siT

PlgssDbfadikDcqhyE QALAIL

TxftIEUBONbeFmNUBEO=

=Tex

-—END PGP MESSAGE——

ACEEAhLealSrRM):

Chck 3 photo to see recent emails and social updates

&

TE - 8 X
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UPLOADING ENCRYPTED FORMS
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XIII. Verifying the digital signature on a signed e-mail

USING GPG4WIN

1. Open the signed e-mail message that you received and select the “GpgOL” tab. If the message is
not encrypted, proceed to step 3. If itis, click the “Decrypt” button to decrypt the message.

== I0r 4 s An e-mail that is digitally signed - Message (HTML)
MESSAGE % OFTIONS  FORMATTEXT  REVIEW | GpgOL  ADOBEPDF

‘ y e
? 8 [X| 8 &
Start Centificate | [nany) Jan  Verify | Encrypted Incrypted file
Marager file #nd Hgnatere
A i

1a. g,
=

ce
send

Subject | &n e-mad that is digrally sigred

F-—BEGIN PGP MESSAGE—
Version: GnuPG vl

TR WD Uk IO el T B 0Pk VLA 6 SR AK T2 TIRIRIPROR I WESNS gy

gekSeYL 38HCACI IR
eeSCALEC i
iNBIUeSaPrC Byl gl PORBLCULIBOIHCTIkbSirar
kY 7Lt HPeaNKDZCNIGIMwpsDE0b2] Tes0V DXAUBDAFCAldwihBFwE LAMYR
JBULG10E 2hiyre iLg g+laldel+
Ink¥laaeSdrgve InblRulirk )
12 rINLgSe Bk s S5V LI IV TFS e . 0
|+5gWa1EgUIRkexaGLO! 20U V45dWaoFluedpo
ASAZ]T 17/ GR{C Yake
ol S6QG ke DsSITVIg STt MBIC ot M
Tazbe 1nzsCdNVERV Phl) 3712
S0V i YEGUGDIOZIL i
I 15 KUslatxer CmPiwS10GPCrBogr Gi NHRIwCeFOBXmFu3XCY
......... THO YO ) g
HIFgwgpyl JAD2RL
! ben VPl TmekCAEal L
h hBIVLICHFenkk . WEKTnLIHG 167 Lfe
12FY7C 7HOasL Ivhiws ZIOT1L/Z5hUas
OfxHXB0 TIELAIKIMauVNT anko i
e OO S IERED L o g . T
PlgssDbiadiKOcghyE AL ZPSHEACETahLealSeidH)

TxftIEUBONbeFmNUBEO=
=Tex
——END PGP MESSAGE-——

Click 8 phota to see recent emails and sacial updates.

TE - 8 X

2. A window will be displayed asking for your passphrase. Enter your passphrase to unlock your

private key, and click the “OK” button.

,

"Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu="
2048-bit RSA key, ID CIFF&30A,
created 2016-02-11 {main key ID 2F328213).

A

[t

Flease enter the passphrase to unlock the secret key for the OpenPGP certificate:

Passphrase(ssssssssssnnsns

2/24/2016 XIII. Verifying the digital signature on a signed e-mail
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3. The encryption block will be at the end of the message should be the digital signature of the
sender. Click the “Verify” button to ensure that the digital signature is valid.

ECEEEENE ey - that i ey sgned -
MESSAGE BSERT ORTIONS FORMAT TEXT REVIEW GogOL. ADORE POF

P & E /X & F

Stant Certificate | [nonygt Decrypt Sign  Veify | Encrypted Encrypted file
Marager file  and Signatce
Goneeal Tentbady artachrests

to- | fusdbn

Es £
Sumect | An ema that is cigRally signed

This message is going 1o be digitally signed,

BEGIN PGP MESSAGE-
Version: GruPG vZ

QuiQECBAABCAAGBOIW hGoAMGIEMeD

ARGl T, TOGNE E Ric/EAIDULYet/kkEIE
HICENF IO LR “laloC1mL O TGL
OpjakseCamuuly 0096V 2wt FPECZZF

B LITWGbyC AT
Sl

——END PGP MESSAGE-——

Chck  photo 1o see recent emai and social updates.

&

TE -0 X

4. A popup widow will be displayed indicating whether or not the digital signature is valid. If the
signature is invalid, do not trust the message. Click the “Finish” button to close the popup

window.

-
@ ™ Decrypt/Verify E-Ma

Results

Status and progress of the crypto operations is shown here.

All operations completed.

[

(- I An e-mail that s digitally signed: Signed by scaturro@uhcl.edu show Detais | [T

——

ganEEI |
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5. The “Verify” process removes the digital signature from the message.
=] * Lo i il that i digitally egned - Meseage (HTHL) | Y (SR
8 R /X 8 #

General Testbody ‘I.=M|a;:rd-tmll -

B ta. rnd et

4 Tubjert | Ans.mad that ix digeally vgned
[rhis message is going to be digitally signed.
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